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Characteristic Potential Vulnerabilities

Rapid pace of change | Management of controls requires continuous
vigilance over the changing threat landscape.

Rapid reduction in price |Low cost of attacks allows anyone or any state to

and wide scale use of initiate attacks.

commercial, off-the-shelf

equipment

Structure of TCP/IP Difficult to identity the source of an attack for law
protocol enforcement or counter attack purposes.

High level of complexity | Anomalous network or system activity often
resembles a technology issue rather than attack
behavior.

Asymmetry Attacks can come from anywhere: and they do.
Defence must take this into account, with
prevention, detection, and response controls in
place for all data/control channels on all attack
surfaces

Vague laws Cyberwarfare is not consistently defined across all
national borders. Further, many countries have no
laws against it, do not enforce them, or are
themselves the sponsors of attack teams.





