COMPILING A DISPOSAL LIST

Policies and Procedures for Compiling Disposal Lists

1. Introduction

When managing organizational records, not all records are kept forever. Some records are
retained for reference or legal purposes, while others are destroyed or transferred after their
useful life. To ensure that this process is conducted properly, institutions use disposal policies
and procedures that define how records are appraised, approved, and disposed of in a controlled
and accountable manner.

2. Definition of Key Terms

Disposal Policy: A formal document that outlines the rules, procedures, and
responsibilities for deciding how and when records should be destroyed, retained, or
transferred.

Disposal List: A written record or form showing which documents are to be destroyed,
kept, or transferred, based on appraisal results.

Compliance: Adhering to the organization’s approved policies and to legal or regulatory
requirements governing record management.

Accountability: The obligation to demonstrate that record disposal decisions are made
responsibly, transparently, and with authorization.

3. Importance of Policies and Procedures in Record Disposal

Policies and procedures ensure that record disposal is not done arbitrarily. They:

Promote consistency by ensuring that all departments follow the same process.
Ensure legal compliance with acts such as public archives or data protection laws,
which may require that certain records be kept for a specific time.

Support accountability by documenting decisions and approvals made during the
disposal process.

Protect institutional memory by preventing the loss of valuable records.

Reduce storage costs by ensuring unnecessary or outdated records are safely removed.

4. Key Provisions Found in Disposal Policies

A standard disposal policy usually includes:

Retention periods: The length of time each category of records must be kept before
disposal.

Appraisal guidelines: Instructions for assessing whether a record still holds
administrative, legal, fiscal, or historical value.



e Approval procedures: Steps to obtain authorization from a records officer or committee
before destruction or transfer.

o Documentation requirements: The need to prepare disposal lists, certificates of
destruction, and other forms as evidence of proper procedure.

o Security and confidentiality measures: Ensuring sensitive records are handled and
destroyed safely to prevent unauthorized access.

5. Example
For instance, a polytechnic institution may have a disposal policy stating that:

« Student attendance records are kept for three years before destruction.

o Examination records are kept for five years, after which they are transferred to the
archives for permanent storage.

« Financial receipts are destroyed after seven years, provided that audits are complete and
there are no pending legal issues.

Such a policy ensures that staff understand when and how to dispose of each record category.
6. Conclusion

Disposal policies and procedures form the foundation of responsible record management. They
safeguard an organization’s interests by ensuring that records are disposed of systematically, in
compliance with both institutional and legal frameworks. Understanding and adhering to these

policies demonstrates professionalism, promotes accountability, and supports efficient record-

keeping systems.

Records Appraisal, Surveys, and Content Analysis Methods

1. Introduction

Before compiling a disposal list, organizations must first evaluate their records to determine
which ones should be retained, transferred, or destroyed. This evaluation process is called
records appraisal.

Appraisal helps ensure that only records with continuing value are kept, while those that have
fulfilled their purpose are safely disposed of. To support appraisal decisions, various techniques
such as surveys and content analysis are used to gather and assess information about the
records.

2. Definition of Key Terms

o Records Appraisal: The process of assessing records to determine their administrative,
legal, fiscal, or historical value and deciding their final disposition — whether to keep,
transfer, or destroy them.



Records Survey: A systematic examination of the quantity, nature, and condition of
records held by an organization to identify what exists and where it is located.
Content Analysis: The detailed examination of the actual contents of records to
determine their importance, usefulness, and relevance for future reference.

3. Purpose of Appraisal and Related Methods

The main purpose of appraisal and related evaluation methods is to:

Ensure that only essential records are retained.

Reduce storage costs and prevent congestion in filing systems.

Support decision-making by retaining information that may be needed for accountability
or research.

Identify obsolete or duplicate records that can be safely destroyed.

Promote compliance with retention and disposal policies.

4. Appraisal Methods and Techniques

a) Appraisal

Appraisal involves reviewing each record or record series against specific criteria such as:

Administrative value (Does the record support current operations?)

Legal value (lIs it required for compliance or possible legal reference?)

Fiscal value (Does it support financial transactions or audits?)

Historical value (Does it provide evidence of institutional history or development?)

For example, a student’s transcript has permanent historical and legal value, while an old
requisition form may have only temporary administrative value and can be destroyed after use.

b) Records Surveys

A records survey helps identify:

The type of records maintained (e.g., financial, academic, personnel).
The location and volume of records.

The responsible officers or departments.

The current condition of the records (e.g., active, inactive, damaged).

Example: A survey of a training office may reveal that attendance registers are kept both in hard
copy and electronically, but older versions from five years ago are inactive and ready for
disposal.

c¢) Content Analysis



In content analysis, the appraiser examines the actual information contained in the records.
This method helps determine:

« Whether the content has ongoing relevance.
e If the information is duplicated elsewhere.
« Ifit has any historical or evidential value.

Example: Reviewing old project reports to see whether they contain unique data that is not
captured in newer reports.

5. Appraisal Checklist

A simple checklist can be used during appraisal to ensure consistency and fairness in decision-
making. The checklist might include questions such as:

Is the record still required for current operations?

Is there a legal or regulatory reason to retain it?

Does it provide evidence of major decisions or actions?
Is there a duplicate or digital copy available elsewhere?
Has the retention period expired?
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Records that fail most of these criteria can be proposed for destruction, while those that meet
them may be kept or transferred to archives.

6. Conclusion

Appraisal, surveys, and content analysis are essential tools for efficient records management.
They ensure that disposal decisions are based on objective evaluation rather than guesswork. By
mastering these methods, records officers promote efficiency, accountability, and proper control
of institutional records.

Preparing a Disposal List
1. Introduction

Once records have been appraised and evaluated, the next step is to document the appraisal
outcomes in a formal disposal list.

A disposal list provides an official record of which files or documents are to be kept, destroyed,
or transferred, and serves as evidence that disposal decisions were made according to
institutional policy and with proper authorization.

It is a critical document in ensuring transparency, traceability, and accountability in records
management.

2. Definition of a Disposal List



A disposal list is a structured form used to record details of all records identified during
appraisal, together with the recommended action to be taken on each record.

It is usually prepared by the records officer or records management team and approved by an
authorized official before any disposal actions occur.

3. Purpose of a Disposal List
The disposal list serves several important purposes:

o Documentation: It provides written evidence of which records have been appraised and
what action was taken.

e Authorization: It ensures that records are only destroyed, kept, or transferred with
official approval.

« Accountability: It allows organizations to trace disposal decisions in case of audits or
legal reviews.

« Compliance: It demonstrates adherence to institutional policies and legal retention
schedules.

4. Key Components of a Disposal List

A standard disposal list contains the following details:

Component Description
Record A brief but clear title of the record or file (e.g., Student Attendance
Title/Description Register 2020).
Department/Section ~ The department where the record originated.
Date Range The period covered by the record (e.g., Jan—Dec 2022).

Recommended Action Indicates whether the record is to be kept, destroyed, or transferred.
Explains the reason for the action, such as “Retention period expired”
or “Transfer to archive for historical value.”

Signatures and dates from responsible officers confirming the
decision.

Justification/Remarks

Authorization

5. Steps in Preparing a Disposal List

Step 1: Gather Appraisal Results

Use the findings from the appraisal, survey, and content analysis to identify records that are due
for disposal.

Example: From appraisal, a department identifies old payment vouchers from 2017 that are no
longer needed and student records from 2019 that must be transferred to archives.

Step 2: Fill in the Disposal Template



Enter all identified records into the disposal list template, providing complete information for

each field.
Ensure each record’s title, department, and date range are accurately written.

Step 3: Recommend an Action

Decide on the appropriate action — keep, destroy, or transfer — based on the disposal policy
and appraisal criteria.

Step 4: Provide Justifications

Clearly explain why each decision is made. For instance:
e Destroy: “Retention period of 5 years expired; no further administrative use.”
o Keep: “Still in use for ongoing audits.”

e Transfer: “Permanent historical value for archives.”

Step 5: Obtain Authorization
The disposal list must be signed by the records officer and approved by the relevant head or

authorized committee before implementation.
No record should be destroyed without this formal approval.

6. Example

A simplified sample entry in a disposal list might look like this:

Date Recommended

No. Record Title Department Range Action Remarks

1 Finance Payment Finance 2017 Destroy Retention period expired
Vouchers

5 Student Exam Academics 2019 Transfer Permanent historical
Results value

3 Training Attendance HR 2021 Keep Still rgquwed for current
Sheets reporting

7. Conclusion

Preparing a disposal list is a vital step in records management because it ensures every record’s
fate is clearly documented, justified, and authorized.

A well-prepared disposal list protects the organization from legal risks, supports efficient storage
management, and reinforces transparency and accountability in record-keeping processes.



SELECTING AND SETTING UP RECORD-
KEEPING SYSTEMS

Criteria for Selecting a Record-Keeping System

1. Introduction

Choosing an appropriate record-keeping system is one of the most important decisions in
managing organizational information.

A well-chosen system ensures that records are easily accessible, secure, and reliable throughout
their lifecycle.

When selecting a system, organizations must carefully consider several key criteria to ensure it
meets operational, legal, and technical requirements.

2. Definition of a Record-Keeping System

A record-keeping system refers to the combination of people, procedures, software, and
hardware used to create, manage, and preserve records in an organization.

It can be manual (paper-based) or electronic (digital) depending on the organization’s needs and
resources.

3. Key Criteria for Selecting a Record-Keeping System

a) Cost

Cost refers to the total financial resources required to acquire, install, and maintain the system.
This includes software licensing fees, hardware purchases, staff training, and ongoing

maintenance.

« Example: A small non-profit organization may choose a low-cost cloud-based record
management solution instead of installing an expensive enterprise software system.

b) Scalability
Scalability is the system’s ability to handle increasing amounts of data or users without loss of
performance.
A scalable system can grow with the organization’s needs.
o Example: A college that currently manages 2,000 student files should select a system

that can accommodate 10,000 or more records as enrollment grows, without requiring a
complete system replacement.

c) Security



Security ensures that records are protected against unauthorized access, alteration, or loss.
A secure system includes features such as user authentication, access control, encryption, and
data backup.

o Example: A hospital’s electronic record system must have strong security measures to
protect patient data in compliance with privacy laws.

d) Ease of Use

Ease of use refers to how user-friendly and intuitive the system is for staff.
If a system is difficult to operate, employees may resist using it or make frequent errors.

o Example: A records officer might prefer a system with a simple dashboard and clear file
naming procedures over one that requires complex coding or technical expertise.

e) Compliance with Legal and Regulatory Requirements

Organizations must ensure that their record-keeping systems comply with national and
institutional regulations, such as data protection, retention, and access laws.

o Example: Public institutions must comply with public archives and access-to-
information legislation that require proper storage, retrieval, and disposal of official
records.

4. Additional Considerations
Other important factors may include:

o Compatibility: The system should integrate easily with existing software and networks.

« Technical Support: Availability of vendor or IT support for troubleshooting.

o Backup and Recovery: Ability to restore data in case of loss or damage.

o Performance and Reliability: The system should be fast, stable, and reliable under
normal workloads.

5. Conclusion

Selecting the right record-keeping system requires balancing cost, security, ease of use,
scalability, and compliance.

Each criterion influences how effectively an organization can manage its records and protect its
information assets.

A good selection process ensures that the system not only meets present needs but is also capable
of supporting future organizational growth and technological change.



Types of Record-Keeping Systems

1. Introduction

Modern organizations rely on digital systems to manage large volumes of records efficiently.
Different types of record-keeping systems serve different purposes depending on the kind of
records handled and the organization’s operations.

The three most common types are the Electronic Document Management System (EDMS),
Content Management System (CMS), and Enterprise Resource Planning (ERP) system.

2. Electronic Document Management System (EDMS)

Definition:
An EDMS is a computer-based system designed to store, organize, track, and control electronic
documents and scanned paper files.

Key Features:

o Centralized electronic storage for all documents.

« Version control to track document revisions.

e Access control and user permissions to ensure security.
o Document retrieval using metadata or keywords.

o Workflow automation for approvals and reviews.

Applications:
Used mainly for managing official correspondence, policies, reports, and contracts in
organizations where document traceability is essential.

Example:
A government department uses an EDMS to manage and retrieve scanned copies of circulars,
memos, and correspondence efficiently instead of handling physical files.

3. Content Management System (CMYS)

Definition:
A CMS is a software platform used to create, manage, and publish digital content such as web
pages, articles, images, and videos.

Key Features:

« Allows multiple users to create and update digital content.

e Provides templates for consistent document layout and design.
e Supports access control, metadata tagging, and indexing.

o Often includes a web-based interface for easy publishing.



Applications:
Used mainly by organizations that manage large volumes of digital and web-based information
such as intranet content, newsletters, and online resources.

Example:
A polytechnic’s website might use a CMS (like WordPress or Joomla) to manage
announcements, course information, and digital newsletters for students and staff.

4. Enterprise Resource Planning (ERP) System

Definition:
An ERP system is an integrated software platform that manages all core business processes —
such as finance, human resources, procurement, and student records — within a single system.

Key Features:

o Combines multiple functional areas into one database.

o Automates workflows such as purchasing, payroll, or academic registration.
o Provides real-time reporting and analytics.

e Ensures consistency and accuracy of data across departments.

Applications:
Used by large institutions and corporations that require centralized control and coordination of
data across multiple units.

Example:
A university may use an ERP to manage student enrollment, fee payments, and staff payroll
within a unified platform, ensuring that information flows smoothly between departments.

5. Comparison of EDMS, CMS, and ERP

System  Main Purpose Typical Users Strengths Limitations

Manage and store  Administrative and Enhances traceability May not handle non-

EDMS electronic documents records staff and document control O!OCU”.“e”t content
like videos
. — Supports Limited to content
CMS Manage and publish T, communications, collaboration and creation, not full

digital/web content and library staff . L :
online publication business processes

Centralized database Expensive and
and efficient resource complex to
management implement

Integrate and manage
ERP all organizational
processes

All departments in
large institutions

6. Conclusion



Understanding the differences between EDMS, CMS, and ERP helps organizations choose the
most suitable record-keeping system for their needs.

An EDMS is ideal for document control, a CMS is suited for digital content management, and an
ERP integrates all organizational functions into one unified system.

Each system contributes uniquely to efficient record management, depending on the size and
nature of the institution.

Setting Up a Record-Keeping System
1. Introduction

Setting up a record-keeping system involves preparing both the hardware and software
components that will support the storage, retrieval, and management of records.

Proper setup ensures that the system functions efficiently, securely, and in line with the
organization’s policies and procedures.

The process typically includes:

Configuring the hardware (server or workstation),

Installing and configuring the software,

Setting up user accounts and permissions, and

Documenting the setup process for accountability and reference.
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2. Hardware Configuration

Definition:
Hardware configuration refers to preparing and connecting the physical equipment needed to
operate the record-keeping system.

Key Hardware Components:

e Server: A powerful computer that stores the system’s data and manages access by
multiple users.

o Workstation: A desktop or laptop used by individual users to access the system.

o Network Devices: Routers, switches, and cables that connect all computers to the central
server.

o Backup Devices: External drives or cloud storage for data backup and recovery.

Steps in Hardware Configuration:

1. Position and Connect Equipment — Set up the server in a secure, temperature-
controlled environment.

2. Install Operating Systems — Ensure the server and workstations have updated,
compatible OS versions.

3. Configure Network Connections — Connect all devices to a secure local area network
(LAN).



4. Test Connectivity — Verify that all workstations can access the server.

Example:
A records office installs one server to host the EDMS and connects five workstations for staff

who will capture and retrieve records daily.
3. Software Installation and Configuration

Definition:
Software installation involves setting up the application (e.g., EDMS, CMS, or ERP) that will
manage and store the organization’s records.

Steps in Software Setup:

1. Install the System Software — Run the installation program for the chosen record-
keeping system (e.g., Microsoft SharePoint, Alfresco, or SAP).

2. Configure System Settings — Define file storage paths, metadata fields, user roles, and
access permissions.

3. Integrate with Existing Systems — Link the record-keeping software to other
applications, such as email or accounting systems, if applicable.

4. Test Functionality — Ensure users can log in, upload, retrieve, and search records
without errors.

Example:
After installing an EDMS, the IT team sets metadata fields for each document (title, date, author,

and category) to ensure easy retrieval and consistent organization.

4. User Account Setup and Access Control

Definition:
User account setup involves creating individual accounts for each system user, assigning them
appropriate access levels and permissions.

Steps in User Setup:

1. Create User Accounts — Each staff member is assigned a unique username and
password.

2. Assign Roles and Permissions — Roles may include Administrator, Records Officer, or
Viewer, each with specific privileges.

3. Provide Training — Users receive orientation on login procedures, document upload, and

system navigation.
4. Monitor Access Logs — Regularly review access records to maintain accountability and

detect unauthorized activity.



Example:
Only the Records Manager may delete files, while clerical staff can upload and retrieve
documents. This ensures data security and control.

5. Adherence to Organizational Procedures

Why It Matters:
Every organization has established ICT and record management policies that must be followed
during system setup to ensure compliance, consistency, and data security.

Key Procedures Include:

o Obtaining authorization before system installation.

« Documenting each installation step for audit and reference.

« Following approved naming conventions and folder structures.

o Conducting data backup and system testing before full deployment.

Example:
A polytechnic’s ICT department requires that all software installations be logged in an
installation register, with details such as the date, installer’s name, and license number.

6. Documentation of the Setup Process

Proper documentation records all configuration details and installation activities for future
maintenance, troubleshooting, and audits.

Contents of Setup Documentation:

« Hardware and software specifications.

o Network configuration details.

e User account list and access levels.

« Installation date, system version, and person responsible.
o Backup and recovery procedures.

Example:
After installing the CMS, the IT officer records the version number, storage directory path, and
user accounts in the system configuration manual.

7. Summary

Setting up a record-keeping system is a structured process involving hardware preparation,
software installation, and user setup, all guided by organizational procedures.

Proper setup ensures that the system operates smoothly, securely, and in full compliance with
record management policies.

Thorough documentation provides accountability and supports ongoing maintenance and audits.



UPDATING AND SECURING THE RECORD-
KEEPING SYSTEM FOR EFFECTIVE RETRIEVAL

Factors Necessitating Updates to Record-Keeping Systems

1. Introduction

A record-keeping system is not static — it must evolve to remain effective, secure, and aligned
with the organization’s needs.

Over time, various internal and external factors make it necessary to update or modify the
system to maintain efficiency, ensure compliance, and protect records from risks.

Updating involves revising software, procedures, or storage methods to keep the system reliable,
current, and responsive to change.

2. Key Factors Necessitating System Updates
a. Technological Change

Technology evolves rapidly, and record-keeping systems must adapt to remain compatible and
efficient.

Examples:
e Introduction of cloud-based storage or Al-powered search tools requires upgrading
from outdated manual or desktop-based systems.

« An organization still using paper files or obsolete software may face slow retrieval
speeds, limited access, and data loss when devices fail.

Why It Matters:

Updating to new technology improves data accessibility, supports automation, and enhances
system integration with other organizational tools.

b. Legal and Regulatory Requirements

Changes in laws and regulations often require organizations to revise how they manage and
store records.

Examples:

o New data protection laws (e.g., GDPR or local data privacy acts) may require systems
that can track access and maintain audit trails.



e Legal retention periods for certain documents may change, requiring updates in the
system’s disposal or archiving functions.

Why It Matters:
Non-compliance can lead to legal penalties, loss of reputation, and loss of trust from
stakeholders.

c. Risk Management and Security Concerns

As threats such as cyber-attacks, data breaches, and system failures increase, organizations
must update systems to strengthen protection.

Examples:
« Installing security patches or updating antivirus software helps prevent unauthorized
access to confidential records.
e Using two-factor authentication or data encryption reduces the risk of data theft
during record transfer or retrieval.
Why It Matters:
Updating for risk management protects the integrity, confidentiality, and availability of
organizational records — ensuring they remain reliable for decision-making.

d. Organizational Restructuring or Expansion

When an organization grows, merges, or changes its structure, its record-keeping system must be
realigned to reflect new workflows, departments, or reporting relationships.

Examples:
« A company expanding to new branches may require a centralized Electronic Document
Management System (EDMS) to coordinate record access across offices.
o Departmental restructuring might require reclassification of folders or access rights.
Why It Matters:
Updating ensures that all departments can access accurate, up-to-date information without
duplication or confusion.

e. System Performance and Efficiency

Over time, systems can slow down, become overloaded, or lose efficiency due to outdated
software or large volumes of data.

Examples:



o Slow retrieval times or system crashes may indicate that the system’s database needs
optimization or that hardware upgrades are due.

« Poor performance affects productivity and can lead to user frustration or data handling
errors.

Why It Matters:
Regular system updates maintain smooth operation, faster retrieval, and reliable access for
authorized users.

3. Consequences of Failing to Update
Failure to update a record-keeping system can lead to serious organizational problems, including:

o Data loss or corruption due to obsolete hardware/software.

o Security vulnerabilities leading to unauthorized access or breaches.
« Inefficient retrieval of records, causing delays in decision-making.
e Non-compliance with current legal or organizational requirements.

Example:
A health institution using an outdated database lost patient records after a ransomware attack
because the system lacked recent security updates and backup protocols.

4. Summary

Updating record-keeping systems is essential to maintain their efficiency, security, and
compliance.
Organizations must regularly assess their systems in response to:

e Technological innovations,
e Legal and policy changes,
e Emerging risks, and

o Organizational growth.

A well-updated system ensures that records remain accessible, accurate, and secure, supporting
effective retrieval and informed decision-making.

Risks and Security Threats to Record-Keeping Systems

1. Introduction

Every record-keeping system — whether manual or electronic — faces risks and security
threats that can compromise the confidentiality, integrity, and availability of information.

Understanding these threats helps organizations to protect their data and maintain reliable

retrieval processes.



A secure record-keeping system ensures that only authorized users can access, modify, or
dispose of records, and that records remain accurate and available when needed.

2. Common Risks and Security Threats
a. Cyberattacks
Definition:
Cyberattacks are deliberate attempts by outsiders (hackers) or insiders to gain unauthorized
access to digital systems.
Examples:
« Phishing attacks where users are tricked into revealing login credentials.
o Ransomware that locks files until a ransom is paid.
o Malware infections that corrupt or delete stored data.
Impact:
o Loss of data integrity and confidentiality.
« Interrupted access to records, delaying critical retrieval.
o Possible legal and financial penalties due to data exposure.
b. Unauthorized Access
Definition:
This occurs when individuals without proper clearance access restricted records, either
accidentally or intentionally.

Examples:

« A staff member viewing confidential personnel records without authorization.
o Shared passwords or unattended workstations allowing others to enter the system.

Impact:

« Breach of privacy and confidentiality.

e Loss of stakeholder trust.

o Possible disciplinary or legal consequences for the organization.
c. Data Corruption
Definition:

Data corruption refers to errors that alter or damage information stored in a system, making it
unreadable or inaccurate.



Examples:

o System crashes or software errors during data entry.
o Improper shutdowns or hardware failure leading to partial record loss.

Impact:

e Inaccurate or missing records, leading to poor decision-making.
« Difficulties in record retrieval due to damaged files or incomplete data.

d. Physical Threats
Definition:
Risks arising from environmental or human factors that can damage physical or electronic
storage equipment.
Examples:
« Fire, floods, or humidity affecting paper files or servers.
o Power surges damaging computers and storage devices.
o Theft or vandalism of record storage areas.

Impact:

« Permanent loss or destruction of vital records.
« Disruption of retrieval services and increased replacement costs.

e. Human Error

Definition:
Mistakes made by users during record creation, storage, or retrieval.

Examples:

o Accidental deletion of files or misfiling of documents.
« Entering incorrect data or failing to back up records.

Impact:

« Reduced data accuracy and reliability.
e Delays in retrieval due to misplaced or incomplete records.



f. System Failure or Obsolescence

Definition:

Occurs when outdated hardware or software can no longer perform effectively or is unsupported
by the manufacturer.

Examples:

o Old software no longer compatible with new operating systems.
« Failing hard drives causing data loss.

Impact:

e Reduced efficiency and frequent system downtime.
« Inability to retrieve records when needed.

3. Impact of Risks on Data Retrieval and Organizational Integrity

Security threats and risks directly affect an organization’s ability to access accurate and complete
records.
Their consequences include:

Impact Area Description Example
Retrieval Damaged or inaccessible records  Server crash preventing access to
Efficiency slow down work processes. student records during registration.
Data Accuracy Altered or_C(_)rrupted data leadsto  Misreported fina_ncial figures due to
wrong decisions. database corruption.

Unauthorized access exposes

Confidentiality private or sensitive data.

Staff leaking exam results to outsiders.

Legal Breaches of data protection laws  Organization fined for mishandling
Compliance lead to penalties. client information.
Reputation Public trust declines after data Customers lose confidence in an

P breaches or poor handling. institution’s record management.

4. Risk Assessment in Record-Keeping Systems

Definition:

A risk assessment is a process of identifying, analyzing, and evaluating potential threats to a
system, and determining how to mitigate them.

It helps organizations plan preventive and corrective measures to maintain secure and efficient
record retrieval.



5. Sample Risk Assessment Matrix

Risk Likelihood Impact R'S?LE?;mg Preventive Measures
Cyberattack High High 9 (Critical) Install firewalls, update antivirus, use

Secure passwo rds.

Implement user authentication and
access logs.

Perform regular data backups and
system maintenance.

Fire or Flood Low High 3 (Low) Store backups off-site or in the cloud.

Train staff on data handling and
implement access controls.

Unauthorized

Access Medium  High 6 (Moderate)

Data Corruption Medium  Medium 4 (Low)

Human Error High Medium 6 (Moderate)

Explanation:

e Likelihood measures how often a risk could occur (Low, Medium, High).
e Impact measures how severe the damage would be if it occurred.
« The Risk Rating (Likelihood x Impact) helps prioritize which threats to address first.

6. Summary

Every record-keeping system faces multiple risks — both digital and physical.
Recognizing and assessing these threats ensures that appropriate security measures can be put
in place to maintain:

o Confidentiality — only authorized users can access records.
« Integrity — information remains accurate and complete.
e Availability — records are accessible when needed.

By regularly assessing risks, organizations can prevent data loss, support compliance, and
maintain efficient retrieval operations.

Practical Update and Security Strategies

1. Introduction

Updating and securing a record-keeping system involves applying measures that keep the system
reliable, current, and protected from risks.

These updates ensure smooth record retrieval, compliance with policies, and the long-term
preservation of data integrity.

Key areas of focus include:



e Regular software and hardware updates (patch management),
o Reliable data backup procedures,

o Controlled user access, and

e Proper documentation of all changes for accountability.

2. Patch Management

Definition:
Patch management is the process of identifying, testing, and installing updates (patches) for
software and systems to fix bugs, close security gaps, and improve performance.

Purpose:
To protect the record-keeping system from vulnerabilities and ensure compatibility with the
latest technology.

Steps in Patch Management:

1. ldentify Needed Updates — Check for software vendor notifications or automatic update
alerts.

Test the Patch — Try the update in a test environment to avoid disrupting live operations.
Install the Patch — Apply it systematically to all affected systems.

Verify Success — Confirm that the patch resolved issues without causing new errors.
Document the Update — Record the patch name, version, installation date, and person
responsible.
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Example:

An organization updates its EDMS software to fix a known security flaw that allowed
unauthorized file access. After testing and successful installation, the update is recorded in the
system maintenance log.

3. Data Backup and Recovery
Definition:
Data backup is the process of copying and storing records in a secure location so they can be
recovered in case of system failure, corruption, or disaster.
Types of Backups:
o Full Backup: Copies all data each time.
e Incremental Backup: Copies only data changed since the last backup.
e Cloud Backup: Stores data on remote servers via the internet.

Best Practices:

« Schedule regular backups (daily or weekly).
e Store backups in secure, off-site or cloud locations.



e Regularly test recovery procedures to ensure data can be restored.
o Keep a log of backup times, storage media used, and person responsible.

Example:

A records department backs up its database every Friday evening to both an external hard drive
and a secure cloud storage service. Recovery drills are conducted quarterly to test system
restoration.

4. Revising Access Controls
Definition:
Access control involves regulating who can view, edit, or delete records in the system.
Revising these controls ensures that only authorized personnel have the right level of access.
When to Revise Access Controls:

o After staff transfers, promotions, or exits.

« Following security incidents or policy changes.

o During regular audits or system updates.

Steps in Revising Access Controls:

=

Review User Roles and Permissions — Identify current users and their access rights.

2. Adjust or Remove Accounts — Disable inactive accounts and adjust permissions as
needed.

3. Apply the Principle of Least Privilege — Users should only have access necessary for
their duties.

4. Update Authentication Methods — Use strong passwords, two-factor authentication, or
biometric access.

5. Record All Changes — Keep a log of who made the change, what was changed, and why.

Example:
After a staff member transfers departments, their access to finance records is revoked, and new
permissions are granted for their new administrative role.

5. Documenting Updates and Maintaining Audit Trails

Definition:

Documentation and audit trails are official records showing what changes were made to the
system, when they were made, and by whom.

They promote transparency, traceability, and accountability in record-keeping.

Importance of Documentation:

o Helps track the system’s maintenance history.
e Supports compliance with internal policies and audit requirements.



o Enables troubleshooting when system errors occur.

What to Document:

Activity Details to Record
Software Updates Version number, date, reason, installer’s name
Data Backups Type, storage location, responsible person
Access Control Changes Names, roles, permission level, reason for change
Security Incidents Description, date, response actions

Hardware Maintenance Type of repair or replacement, technician name

Example:
After performing a system update, the IT officer records in the maintenance log:

“Patch 10.2 installed on 12 March 2025 by J. Otieno. Fixed authentication bug and updated
access protocols.”

6. Combining Strategies for Effective System Security
Effective record system security requires integrating multiple strategies:

o Patching keeps the system up to date.

« Backups protect against data loss.

e Access controls safeguard confidentiality.

e Audit documentation ensures accountability.

Illustrative Example:

A polytechnic library uses an EDMS. Every month, the records officer applies new security
patches, backs up the system to the cloud, and reviews access permissions. All these actions are
logged and verified during quarterly audits — ensuring records remain protected and easily
retrievable.

7. Summary

Regular updates and security measures are vital to maintaining a reliable record-keeping system.
By implementing patch management, data backups, access control revisions, and proper
documentation, organizations protect their records from risks and ensure smooth, secure
retrieval.



RECORD SECURITY AND PROTECTION
MEASURES

Categories of Hazards Threatening Record-Keeping Systems

1. Introduction

Records are among an organization’s most valuable assets because they document decisions,
transactions, and historical information.

However, records—whether physical or electronic—are constantly exposed to hazards that can
damage, destroy, or compromise them.

Understanding these hazards is the first step in developing effective security and protection
measures.

Hazards that threaten record-keeping systems can be grouped into five major categories:

Natural
Human
Environmental
Biological
Technological
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2. Natural Hazards

Definition:
Natural hazards are disasters or events caused by nature that can lead to the loss, destruction,
or damage of records and information systems.

Examples:

o Fire: Can burn paper files and damage computer servers.

« Flooding: Can destroy documents, hard drives, and other storage media.

o Earthquake: May collapse filing structures or data centers.

e Storms or lightning strikes: Can damage power systems and electronic storage devices.

Impact on Records:
e Permanent loss of both paper and digital records.

« Disruption of access and retrieval operations.
« Expensive recovery or reconstruction processes.



Preventive Measures:

« Store records in fireproof cabinets and elevated shelves.
« Maintain off-site backups and cloud storage.
o Ensure disaster recovery plans are in place.

3. Human Hazards

Definition:
Human hazards result from intentional or unintentional actions by people that threaten the
safety or confidentiality of records.

Examples:

o Negligence: Misfiling or mishandling documents.

e Theft or vandalism: Unauthorized removal or destruction of files.
e Sabotage: Deliberate damage to information systems.

e Errors: Accidental deletion or alteration of records.

Impact on Records:
« Breach of confidentiality and data loss.
o Corruption of information integrity.
o Legal or disciplinary consequences.
Preventive Measures:
o Implement strict access controls and staff training.

o Use audit trails to monitor file movements.
o Establish clear policies on records handling and data protection.

4. Environmental Hazards

Definition:
Environmental hazards are conditions within the records storage or working environment
that may cause gradual deterioration or loss of information.

Examples:
e Poor temperature and humidity control — causes paper to become brittle or ink to fade.
e Dust accumulation — clogs equipment and soils records.
e Exposure to light — leads to fading and discoloration of documents.
« Poor ventilation or water leaks — can encourage mold growth or equipment corrosion.

Impact on Records:



o Slow deterioration of both paper and electronic records.
e Reduced readability and quality of information.
e Increased maintenance and restoration costs.

Preventive Measures:

o Maintain controlled temperature (18-22°C) and relative humidity (45-55%).
e Use dust filters and air purifiers.
e Conduct regular environmental inspections.

5. Biological Hazards

Definition:
Biological hazards are caused by living organisms that damage physical records or pose health
risks to records staff.

Examples:

e Mold and mildew — grow in damp environments and damage paper.
e Insects (e.g., termites, silverfish) — eat paper, glue, and binding materials.
e Rodents — chew through boxes and cables.

Impact on Records:

« Irreversible damage to paper documents and storage containers.
« Potential contamination of record storage areas.
e Health hazards to staff working in affected areas.

Preventive Measures:

o Keep storage areas clean and dry.
e Conduct regular pest control treatments.
o Store records in sealed, pest-resistant containers.

6. Technological Hazards

Definition:
Technological hazards stem from failures or malicious activities involving computers,
networks, or electronic record-keeping systems.

Examples:

o Hardware or software failure: Crashed servers or corrupted databases.

e Power outages or surges: Can damage digital storage media.

« Cyberattacks and malware: Unauthorized access, data theft, or encryption of files
(ransomware).



e System obsolescence: Outdated formats or systems that can no longer open old files.
Impact on Records:

o Loss of data integrity and accessibility.
« Interruption of business operations.
o Exposure of confidential or sensitive information.

Preventive Measures:

o Maintain regular system updates and backups.
o Install antivirus software and firewalls.
o Use secure passwords and encryption for sensitive data.

7. Classification Exercise Example

Trainees may be provided with slips or short case scenarios such as:

Scenario Hazard Category
A staff member deletes files by mistake. Human
The archive room is flooded after heavy rain. ~ Natural
A termite infestation destroys stored invoices.  Biological
A power surge damages the external hard drives. Technological
Poor ventilation causes mold on old files. Environmental

Students should classify each example correctly and briefly explain how the hazard affects
records.

8. Summary
Every records officer must understand that:

o Natural hazards are unpredictable but can be mitigated through preparedness.

e Human hazards are common and require training and access control.

o Environmental and biological hazards demand regular maintenance and inspection.
e Technological hazards call for continuous updates and cybersecurity measures.

By identifying and classifying these hazards accurately, an organization can design effective
protection and disaster recovery strategies that ensure the long-term integrity and accessibility
of its records.



Key Record Security Methods

1. Introduction

Record security refers to the measures and controls put in place to protect both physical and
electronic records from unauthorized access, loss, alteration, or destruction.

Effective record security ensures that records remain confidential, accurate, and available for
retrieval whenever needed.

Organizations use several methods to safeguard their records. The main ones include:

Access control
Encryption
Physical security
Backups
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Each method contributes uniquely to protecting record integrity and ensuring organizational
accountability.

2. Access Control

Definition:
Access control is the process of restricting entry or usage of records to authorized individuals
only.

Purpose:
To ensure that only the right people can view, modify, or dispose of records based on their role
or responsibility.

Examples:

« Inadigital system, each staff member has a username and password that determine
what they can access.

« Inaphysical archive, records are kept in locked cabinets accessible only to authorized
staff.

« A manager may have rights to edit or approve files, while a clerk can only view them.

What Happens If Ignored:

e Unauthorized access or data leaks.
e Tampering or deletion of records.
e Breach of confidentiality, leading to legal or reputational harm.

Key Point:
Access control promotes accountability and traceability, as all actions on records can be
tracked to specific users.



3. Encryption

Definition:
Encryption is the process of converting information into a coded format that can only be read
by someone with the correct key or password.

Purpose:
To protect sensitive electronic records during storage or transmission.

Examples:

« Emails containing confidential information are encrypted to prevent interception.
« Databases storing personal or financial data use encryption keys to secure content.
« External drives or backups may be encrypted to prevent unauthorized viewing if lost.

What Happens If Ignored:

e Cybercriminals can access and misuse confidential data.
« Sensitive records (e.g., client details, contracts) can be altered or exposed.
« The organization may face data protection violations and penalties.

Key Point:
Encryption ensures confidentiality and integrity — information remains protected even if
systems are compromised.

4. Physical Security

Definition:
Physical security involves protecting the physical storage environment and record containers
from unauthorized access or damage.

Purpose:
To safeguard hardcopy files, computers, and storage equipment from physical harm or theft.

Examples:
e Installing CCTV cameras and security guards at record storage areas.
« Using fireproof safes, locked filing cabinets, and restricted access rooms.
« Implementing visitor access logs to monitor who enters records areas.
What Happens If Ignored:
« Files may be stolen, vandalized, or destroyed.

e Natural or human hazards (e.qg., fire, break-ins) may cause irretrievable losses.
« Unauthorized individuals can tamper with confidential information.



Key Point:
Physical security provides the first layer of protection for both paper and digital records stored
on physical media.

5. Backups

Definition:
A backup is a copy of records or data kept in a separate location or system to prevent total loss
if the original is damaged or lost.

Purpose:
To ensure continuity and recovery of information after disasters, system failures, or human
error.

Examples:

o Creating daily or weekly backups of digital files on an external hard drive or cloud
service.

o Keeping duplicate paper copies of critical documents in a different office.

« Maintaining off-site or cloud-based storage for sensitive databases.

What Happens If Ignored:

o Permanent loss of important records after a system crash or disaster.
« Disruption of operations and inability to retrieve past information.
o Costly reconstruction or legal consequences for data loss.

Key Point:
Regular backups ensure business continuity and protect against both accidental and deliberate
data loss.

6. Integrating Security Methods

Each of these methods plays a specific role, but together they form a comprehensive security
framework:

e Access control limits who can use the records.

« Encryption secures the data even when accessed or transmitted.
e Physical security protects the storage environment.

o Backups guarantee recovery if anything goes wrong.

Organizations should combine these measures based on their size, technology level, and record
sensitivity.



7. Discussion Prompt (Guiding Question)
During class discussion, consider these questions:

What might happen if access control is weak or missing?

How could poor physical security lead to record loss?

Why is encryption important for emails and cloud-stored data?
How often should an organization back up its records?

What risks arise when backups are not tested or stored securely?
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8. Summary

Record security is not optional — it is a core responsibility of every records officer.
By applying access control, encryption, physical security, and regular backups, organizations
can:

e Prevent unauthorized access,

« Protect confidentiality,

o Ensure data integrity, and

o Guarantee records are always available when needed.

Neglecting any of these measures can lead to data loss, compliance violations, or reputational
damage.

System Audits and Applying Security Measures

1. Introduction

Even when a record-keeping system has strong security methods such as access control,
encryption, and backups, it must be regularly checked to ensure those measures are still
effective.

This checking process is known as a records system audit or security review.

A system audit helps identify:
e Weak points or outdated security settings,
e Users who have unnecessary access, and

o Procedures that are no longer followed correctly.

Through regular audits, an organization maintains data integrity, accountability, and legal
compliance.



2. What Is a System Audit?

Definition:
A system audit is a structured process of examining how well a record-keeping system
operates against established policies and standards.

It ensures that:

o Records are properly classified and secured,
e Access is limited to authorized personnel, and
o Updates, backups, and documentation are current.

Purpose:
To confirm that security measures work effectively and to detect potential risks before they cause

damage.

3. Manual Audit Checklist

In a low-technology environment, audits can be conducted using a manual checklist.
The checklist contains specific questions or items to review and mark as Compliant, Non-
Compliant, or Needs Attention.

Example: Basic Records System Audit Checklist

Audit Item Observation Status (v'/X) Comments
Are all records properly labeled and filed?
Are physical files stored in secure cabinets?
Are user access rights up to date?
Are backups done regularly and verified?
Are passwords changed periodically?
Are disposal and retention schedules followed?

Tip:
A good audit checklist should reflect the organization’s policies and be used at least once every
quarter or after major system updates.

4. What to Check During a Records Review
When conducting a records review, auditors or records officers focus on several key areas:

1. Access Control:

o Verify that only authorized users can view or modify records.

o Check for outdated user accounts (e.g., former employees still listed).
2. Data Accuracy:



o Ensure all records are up to date, complete, and correctly filed.
3. Security Procedures:
o Confirm that physical and electronic protections are in place (locks, passwords,
firewalls).
4. Backup and Recovery:
o Confirm that backup copies exist and can be restored if needed.
5. Compliance:
o Ensure all actions follow the organization’s record management policy and legal
requirements.

Result:
After the review, a short report should be written summarizing findings, strengths, weaknesses,
and recommendations for improvement.

5. Updating File Access Lists

Definition:
A file access list is a document or record that shows which users have permission to view, edit,
or delete specific records.

Steps to Update Access Lists:

Review all current users.

Remove access for inactive or unauthorized users.

Assign roles (e.g., view-only, edit, admin) based on job responsibilities.
Record changes and update the date of revision.

Keep a signed copy of the access list as evidence of control.
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Example:
If a records clerk transfers to another department, their name must be removed from the student
records access list immediately to prevent unauthorized access.

6. Applying a Password Policy

Purpose:
To ensure system access is secure and protected from unauthorized entry.

Key Password Policy Guidelines:

o Use strong passwords (at least 8 characters, including letters, numbers, and symbols).
o Change passwords every 3—6 months.

« Do not share passwords with others.

o Use multi-factor authentication (MFA) where possible.

o Immediately reset passwords after a suspected breach.



Simulation Example:
In a classroom, trainees can write sample password policies or simulate changing passwords on
paper, showing how to record policy compliance manually.

7. Group Simulation Activity
In this activity, trainees can:

e Form small groups to act as “records officers.”

e Use a mock audit checklist to inspect imaginary systems (e.g., paper files or classroom
materials).

o Review sample access lists and mark unauthorized users.

o Draft a simple password policy for their group “organization.”

Afterward, each group can present what they found and suggest one improvement for record
security.

8. Summary

System audits, access reviews, and password policies are practical measures that keep records
secure and retrievable.
When combined with regular updates and documentation, they ensure that:

e Only authorized users can access records.
e Security measures are active and current.
e The organization remains compliant and trustworthy.

Key takeaway:
Security is not a one-time task — it’s a continuous process of review, correction, and
improvement.

Reflection on Effective and Realistic Security Measures

1. Recap of Key Concepts

Throughout this session, we explored the importance of securing record-keeping systems and
the practical steps needed to protect data from hazards and threats.

Effective record security ensures that organizational information remains confidential, accurate,
and available whenever needed.

The main ideas covered were:
1. Categories of Hazards:

o Natural: fires, floods, earthquakes.
o Human: carelessness, theft, sabotage.



o Environmental: humidity, dust, poor storage.
o Biological: pests, mold, rodents.
o Technological: malware, hacking, hardware failure.
2. Key Security Methods:
o Access control — restricts entry to authorized users only.
o Encryption — protects data in storage or transmission.
o Physical security — secures physical files and storage spaces.
o Backups — preserve data for recovery in case of loss.
3. System Audits and Updates:
o Regular reviews and audits identify weaknesses in security.
o Updating access lists, passwords, and software prevents breaches.
o Documentation of every change ensures accountability and compliance.

Together, these components form a comprehensive record protection framework.

2. Reflection Question: Which Security Measures Are Most Effective and
Realistic?

Each organization faces different risks depending on its size, technology level, and type of
records.

Trainees should reflect on which measures are both effective and practical in their own
workplace or potential employment setting.

Examples for Reflection:

« Inasmall polytechnic, physical security (locks, secure cabinets) and access control logs
may be most realistic.

« Inagovernment office, encryption, backups, and system audits may be mandatory for
legal compliance.

« Inaprivate business, cost-effective solutions like password protection and cloud
backups may be more feasible.

Guiding Discussion Points:
e Which security measures can your organization afford to implement right now?
e How could existing procedures be improved using simple updates or regular reviews?

e Who should be responsible for monitoring compliance with these measures?

Encouraging trainees to share examples helps link theoretical knowledge to real-life record
management practice.

3. Importance of Continuous Monitoring and Updates

Record security is not a one-time activity — it requires constant monitoring, updating, and
auditing.



e Continuous Monitoring helps detect suspicious activities or system weaknesses early.

e Regular Updates (software patches, password changes, access list reviews) ensure the
system stays protected against evolving threats.

o Periodic Audits verify compliance and promote accountability.

Example:
If a password policy is never updated, or backup checks are skipped, sensitive information could
be exposed or permanently lost — compromising the integrity of the record-keeping system.

4. Data Integrity and Organizational Trust

Data integrity means that information remains accurate, complete, and reliable throughout its
life cycle.

Organizations that consistently monitor and update their systems maintain higher integrity and
earn greater trust from stakeholders, clients, and regulators.

Key Takeaways:

o Effective record protection strengthens organizational reputation.

e Secure systems improve information retrieval and decision-making.

e Regular reviews prevent costly data loss or breaches.

« Continuous improvement ensures long-term sustainability of record management.

5. Self-Check Questions
To reinforce understanding, reflect on or discuss these questions:

What makes a record security measure “realistic” for your organization?

How can continuous monitoring prevent security breaches?

What happens if audits and updates are neglected?

Which combination of physical and digital controls best protects your records?
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6. Summary

Record security depends on continuous effort, not just technology.

Organizations must balance practicality and effectiveness, applying the most suitable security
methods within their means while maintaining regular reviews and updates.

In essence:

Protecting records means protecting the organization’s memory, credibility, and future.



