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| 3: PHYSICAL SECURITY Il |
Toplc 7: Biometr ‘ : horization i
:Iunderlvin'g P 4 i hapagement in physical security is to verify the identity of}

t@ those who are Juthorized and to deny access to those!

|
nfification methods in use today areb

1
gindividuals in ord

i i
who are not auth

ased on one or more}

1
Atokens or identifi i i

| .
4 slich as passwords or PINs or relatively obscure personal

i
= There are kn

e

_ information h esz maiden name.
L]
] {

l

driver’s licenses, and keys.

1- There are phy$i s l S l?‘adges, cards, passports,

i | )

i ! ! \
= There are be i agiFa! biometric identifiers. 'f
' 1 ] \ J

tgges and limitations, and each may be the appropriatei

|
,.ek But each method by itself offers only a single security

|

nds a combination of authentication factors such as}

knowledge tokens; o b?: @i ntlcatlon used to verify identity under security constraints.

l
Fnr an identity claim, they can be forgotten, lost, stolen,

Although tokens :
.d not provide nonrepudiation. Token-based systems sirnplv

g
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doknot completel enf\) | tity ﬁthe user.

§ _j ‘ .
Wit th regard to physi Ije ur 6 ertoenableentrybyauthonzed individuals andtothwart]

AR ae AT O

ithe unauthorized Jorfes, | aj¢’s 'rn ity must be verified within an acceptable probability.

i
-mM-

Brdmetrics is argu

.:I ?gy that can bind a person to a verification event, such as;
il

requestrng entry intd ‘al setliire|fa vy A biometric template could also be stored on a PIN- g

Yactivated smart cal:l (whnl:l'!

e

Jls ) serve as a badge) and, together, they would provide three-

T“E

i
¢ ‘actor security is used to secure physical access, the risk of

-
—
(1]

factor security. en st}

1]

fraud signifi cantlya Hes, s%ul rice of legitimacy substantially increases. ¢
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i . |
\ person's vein patterns, fL

g!

is tonsidered a naiurFI

Behavioral charact nltlc;s Ve

time, including such t(alﬁ

" Wphysical security :i'yistt?msl

There are a variety of

5 to as the biometri'é m

ltl

aphvsrcal access moda

| ;ﬂhand geometry, (4) iris re,c _ i

jFaéial Rect:-gniti-:zﬁi Faciall I
3 l' i
]

?

l | J
ﬂto digital representatlons :
I

|k

dsockets, the distance beﬂvqﬁ'l tﬁe

.:'?

'I‘

I?i.*i

L]

i |

]
"

Ty

Jrecognition systems attemp toggn
3

;appllcatlon depends J Er1a faflctior
- I E
é’users, and user curcunhstdn . More
L f}m terms of |mplemEni:at|b pbsn?'n
PR l \Il |I
i
: gFor physical securfty, a vz:lr c;s b}'o
! 4 i | .

1

- 4
Buometru:s refers to automated methods of recognlzmg'

res.

13

urable characteristics, biometrics validates a professed;
wslologlcal characteristics include, but are not limited to, a

ré, ocular characteristics, hand geometry, or fingerprints.!

solutlon for identity verification situations. Therefore, thei

foi‘ identity verification is a critical enhancement for many

ns in use today. However, no single biometric type, referred’

for all situations. The right biometric modality for a gwen

pver, biometric modalities are in varying stages of maturltv.} :

II

rnetnc modalities come to mind, but the five most popuIar; |

d ecogmzable facial characteristics, reduc

i i

nd mat

(|

B ST i R R e —

]
[ 4SUSCEpth|E to alteration,;syﬁ’l as t;hq areas surrounding the cheekbones, upper outlines of eye

[#

Ey&es and the sides of the mouth.

ay are: (1) facial recognition, (2) fingerprint/palm prmt (3)k
" + (5) vein pattern recognition. | '

f

1

ign IS the most natural means of identity’ recognition. Fac:als "

e the key features.
4

them against known facial templates. Although various:

'l

;techniques can be used,.faq { repOEr ition systems tend to emphasize facial regions that are less.

2

BT i e . mn

— '4_.;‘;-.. PR | e

bn an individual’s unique actions captured over a period ofé _
4

gh%t b dynamics, voice, gait, and keystroke dynamics. Biometrics‘:. i

rg An elﬁb
;glnclusmn of a blometi’iciéo& onert

T Ayl pdnir ) an -

S, mcludmg the task at hand, security risks, populatlon of! :
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hree-dimensional camera image &
acial recogniti nsyst m or two-dimensional or t "
F __a o ems pr Iqss‘ a
B |

cel scanning can be accomplished at a distance for clandestine:
i

{depend‘ ing on the system_

y
1
|
| recognition systems have:

iy pae

surveillance or in doa.e prmT ity u't?ie subject. Two-dimensional facia

3
. . i r n
tatjln-e:_ t:: some other biometnc techniques, but they are co stantlyé

nut achieved high accu
t as dependent on lighting conditions or‘

A s
: | fz}aal !reccgnmon is no

varied poses, including nonfrontal angles. Three-dimensional systems

1mpruving. Three—din'%eﬁ :
- are still developing, buty

mwwmw'..

:they have the potential forgagh accuracy

‘The advantages of facial reqqgmtlcm Enclude high public acceptance of the modality, commonly

‘|
venfy the results. A key adﬁntage to facial recognition is that this biometric identifier can be

used at any venue in whach‘

_a\.l ST TE AR ER ST R ey

e can r[ount a camera. An interesting by-product of this h:ometnct

or Ean etrieve a visual record of unauthorized attempts at entry. 1

s that the system adminisg
-_; iThe disadvantages-in¢lude hs su&cept:blhty to “spoofing” in large databases, as the face can be] '

‘obstructed its sensrtwityl?to Ilghting, facial expressions, and pose; its large templates'
(apprcmmatery 3,000 bytes more) and the reality that faces do change with age.

I3 , |

ﬂFingerpnnt anerpnntnngﬂs the oldest biometric method in use today; due to its sngmf‘cant@ \
]
{

;head start, it is the most m’idely used biometric modality. Fingerprints are based on physucal-

4

‘dermal structures deﬁned ore btrth The pattern of furrows and ridges on the surface of each;
]

gﬁnger (e.g., local ridge char%cteélstacs that occur at a ridge bifurcation or a ridge ending) and;

a4

zlnterphalangeal joint)is thanmaw focus. ‘2 !

.n '

kD

' |
- ‘ZF‘ngerpnnt-based systems \sork by scanmng the tips of one or more fingers and comparing the

b )

=scans of the finger agamsf'.known i'mages-—the pre-established fingerprint template created

e

3dunng program enronent’Tradmonal fingerprint sensing systems use a variety of techmques
jtn capture a fingerprint lmage |nclud1ng capacitive, ultrasound, and optical methods.

X '
a A 2 i

|
iﬁngerpnnt (FP) scanmnﬂ ha;several advantages. Given its history and common use, most people

qunderstand the concept anﬁ trammg is minimized. The sensors used in fi ingerprint appllcatlons
?

J;tem'.l to be quite small, alluwmg some very useful form factors for FP scanners. The FP tempfates- :

-
l

4 ' i’% ol i

G ;
3 1 L. s
i ; ! 3
2 ¢ fd 't} y
ﬂ 3': £ :
: A
i 5.!: i 1

avaulable sensors (&. g., cambas)' not physically intrusive, and the ease with which humans cani :

yimage density are unique t:(each individual. The print pattern of a finger’s top joint (the dlstall :
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' éFmgerprmt scannmg dclesl av anl extensive set of limitations that shoqld be consudered.% .
Bmmetrlc industry authont 's |nd1cate that between 2% and 5% of the general population hasi
5 tgsome physical hmltatlon m iegard tF using fingerprint imaging technology. Fingerprint rldgesq'

J
; t deterlorate with age and we ar. Sbmq occupational activities, such as aggressively washing one’ ﬁ ‘

iigii"-;‘ 6t
1 are also small, enablil ga ater \E;IO ume of template storage in limited memory situations, asf I'
: ,';“'well as enabling a i}ery fa?t rieuail ﬁ rocess. Most types of FP scanning equipment are relatwely.

_ ’lhands multiple times a day ( g, surgbons) or constantly placing one’s fingers in strong chemlcalsﬁ, [

: i
.{. &é(e‘g hawbeautucuans) can!ﬁ;ode one ’s fingerprints over time.
..I .§i |
i

4) 1 ; i ‘i 14
{ i Very similar to ﬂngerprlnt cugqltlun, paim pnnt recogmtlon measures the pnnts in one S palm

s

R e I T R

3 :
b ‘ﬂto verlfy identity. Palm prlnt ;lecogmtuon also has a similar set of advantages and limitations. Smce
4 ]the palmis Iarger, more dlsﬁnctwe features can be acquired in comparison with fingerprints. On
i

the other hand, palm' prmt nrJers tend to be bulkier than fingerprint scanners and are usually

§more expensive. Many commercial fmgerprlnt system providers have added palm print scannlng

qto their biometric linéup oFE;roductsJ ; 4 1
‘ I ikl | i l{ ; '
gHand Geometry - Biometriti svstems based on hand geometry focus on the physical structure~
| f

*‘(lengths widths, thwknesse& and angles of the fingers and palm) of an outstretched hand. The,

e

\t* §human hand has 27 bones] énd it prowdes adequate anatomical features for measurement to
% 1 neble verification. Typlcallﬂ,;a u$er places his or her hand on a reader that is studded with gunde :
| f!pegs The advantages'of haud gecnmetr'yr are that it is intuitively easy to use, it typically uses 9—20
| ; L g bytes of data for its templaﬁes (the smallest template of any biometric modality), its error rates
2t
i

?
3are very low for false rej and failure to enroll, and it has fewer privacy concerns themj .

fmgerprlnt or face recogmtlon :'_ .
iI e &- ]
b |;,Hand geometry devices' can functn‘:)n in extreme conditions, withstand wide. temperature

Dl e ai

u l l i
| {variances, and are not impagted bY dll’tY hands or dusty environments. The modality is well sulted }
il i a 3 i

' i ifor industrial locations SUCh is warehousmg or some manufacturing faCllltles (for phySIcal aCCQSS\ !

4
4

control and time and aﬁen&nce}apﬁllcatlons); where its simplicity is a positwe Moreover, hand

Ny ik
il b - i
1Bt t | 1
|l T I-h _; l ‘ i, 1% l l | éi'!
e B %zi n ' o
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I 'lVein Pattern Recognition - Based on the unique patterns of veins in one’s finger or hand, vein®

e . petg——

14Iris Recognition - Iris recognition’ systems use sma

[} .'

: 5

| S 1 ! l !
{geometry can be readily c blned
B2 Pt i

AP P SEI B

-.--mmlqu.

ith other biometrics, such as f'ngerprmts and vein pattern(

: reéognition of the hand or ge

L

._....._'a.._

[

K] : ‘
_- capture ablack and w[nte, zh- risollitlon high-contrast photograph of the iris. The near mfrared

“illumination reveals patternsieve fo,' dark irises with no discernible patterns during visible "Eht ]

, .4nonintrusive and are hvgieﬁt&. . !
3 3 ;3 I | '
| The iris is the annular regiop of the eye bounded by pupil at its center and by the sclera (white °f'

A

s i
5 the eye) on its outer side. Every iris is distinct. An iris is highly stable over time, and it is Iess'

i)
structure composed of ﬂbrws and uascular tissue including freckles, furrows, pits, rings, corona

and striations—all'of wh:ch‘éan be measured and the intraspatial relationships gauged. The detaul'

e e TN

l

iln the texture of the!iris rstestabhshed before birth, and it appears to be caused by randomr |

i‘prucesses, referred to as chaotrcimorphogenesus

} g 1
L
' 4Ir|s scanners can measure the characterlstlcs in the iris at a distance of a meter or more. Thef

r. 1

4muscles in the iris control th amount of light entering the pupil and thus regulate the size ofthe

et

-pupll The iris reacts to the stlmulus of light with involuntary reflexes throughout the iris muscles

siartificial image. Iris scannlng‘was‘spetlflcally designed for physical access control applications.

iii PR

}550me iris systems use th:s*rra a challenge{response effort to guarantee a living eye and not am '
A

e

PRTIEN

1
pa’ttern recngmtaon (VPR), ?lso referred to as vascular pattern recognition, provides ease of | use ‘

ja hlgh level of accuracy, sm‘all readers, and a secure and hygienic approach. It uses near—mfrared= 3

‘hght generated from'a banu of 'LEDs projected through an individual’s skin to enable a hlgh-,

LE

icontrast matching of vein phtterns (e.g., vein branching points, branching angles, etc.) in one’ s
thand or finger. ﬂ 'y ! "
b { 1] ' iE
Li.::;\,rpﬁ systems scan the’ deoxy;genated {rems in one’s palm, back of the hand, or fingers; extract keyl

’pattern features via contactless near—mfrared optical sensor systems; digitize the extracted,

ui .

'il E‘f'f’ i 4 5 . X
L
' SN R
.i ' ;. ;
‘%l EE. +§ i :

o Al

=

oo
[ e

I, high-quality, near-infrared cameras to: '.

: r
Once the image is capturect.the iris's elastic connective tissue is analyzed, and the dtstlnctwe} ;

' features are extracted anc*rtrahslated into a digital form. Iris-based systems are fe'“"*’E]Y; A

4
£ 0

subject to wear or injury tﬁan musi other measurable body parts. The iris offers a data- rlch.i !
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e

g
it 1 épattern recognition; and thi match the transaction templates to the respective pre-estab[nshed
A

14
{ 1+ S .
: E. = |

'.

!

.|

enroliment template By q%asurmg the veins under the skin with near- -infrared spectroscopic:

nauthonzed persons to observe or capture this pattern, rendering:

{
fldentltyverlf“ cation. % 1

i i
4
%VPR systems have some ven,r powerful advantages. Vein pattern sensors look below the skin andy

l

*they generally do not have i ISSLIES with minor cuts and moisture. VPR systems reveal no significant

i o
L !perforrnance degradatlon when measuring sweating or mildly dirty hands. They demonstrate

g

3

7
‘\very high accuracy rates and:thewr are very difficult to spoof since blood needs to flow to regiStEI‘.‘

,guldeposts in order to allgntthe aner or hand for consistent imaging. Since users do not touch

|the sensor surface’and soml: veh pattern scanners are totally contactless, they are consndered

i

‘ ! 1hY8'E”‘C VPR systems are easy to use and require only a moderate level of training on the part*'

ofthe user. ;i-:

[ iAs with all biometrics, 'VPR sfsterns have their limitations. They can be impacted by direct sunllght'

-4._1

A '1

A

\isystems; some even have sqmltransparent coverings ta limit ambient light indoors. i
|

L e B P 7

Multlb!ometric Systems - The concept of multibiometric systems has been used commercially

? !

smce the late 1990s. A mu |b:ornetr|c system is one that uses multiple biometric sources to"
ﬁ |

ety "

lmprowng accuracy) or broaden support for and acceptance by the user population by offermg

-n.u ".—...-f us._._.

alternatwes Multiple b;omeﬁuct‘echmques can be integrated into one security system to ach|eveu

3 .'__1

Lsystem. LTI S

\; n'; ‘E‘

H’;Multlblometr:c system rmgh‘t use any of the following six scenarios (starting at the top and.

‘!contmumg clockwise): t‘ { ' : ]

T . { i

|t § ¢ W ]
& 1 4 ‘ae

.& ._.. 'l.= ‘ {

4 5‘_1 6

i g ]

d .
o i
i1 g * 17 _'
TR v !
& K i §
hg # o :

?ian image. Only a slight po“uonl of the hand makes contact with the scanning device or it$J=

‘a .-q’.

or other ambient bright Ilghl‘" that is why some VPR systems have been positioned primarily forl :

lndoor use. However, mans;VPR system providers have designed coverings for outside access; '

ia | g i

i 4
|mprove its overall performgnce using a multibiometric system can increase security (e.g;, byE :

-better the stringent performance requirements imposed by some high-security applications, t01 :

'gldentlfy imposters more re:{dllv,_-and to decrease the opportunities for imposters to spoof the?"
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b[ometnc identifi er rmgh
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Muitlple sensors producni mt
data sothat different senso‘

us

Multlp[e representatroni 0

fngerpnnt systems) muolwr’g dzf"ferent approaches to feature extraction and matching

1':'

3

Mu}tlple identifiers, usuaFI

nn._.*E.,............_.‘ ——

2 o;‘tlcal andc
fo

L]
1

.h '"8_'-*-"

n] the same biometric trait

i

Multlple samples of the same bmmetnc traitusingt

\
1
i

I

|
tlple samples of a singl
l hip-based sensors for fngerprmtmg) for the same;

olimprove performance

he same instance (e.g., same finger or same

e b1ometrlc trait to assuage noisy sensor

(e.g., minutiae-based vs. fi Iter—based

R

s b 8 e

rqferred to as multimodal biometrics (e.g., using fi fingerprint. ande

4fi nger vein pattern recognltj n), Multlmodal systems are argua

multibiometric system. |nd d, multlmodal systems analyze the evidence from multiple sourcesrg

9 fo::verlfymg an |nd|wdual'5‘|lrientlty or for identifying an individual from a database, and generally

- |
f multlmodal systems provide e,ssupenorrecogmtlon performance over unimodal biometric syst

‘ l

{ 11!
performance and accelerate processmg time.

i

i

1y

i

% Usmg “soft bmmetrlcs".!such as gender, height, or eve color as a way to strengthe i
3 :

R

R

'l

|

r

"

H a

t

n!

{ ¢

"l

challenge/response authentncatlon

|

f‘ngers or both palms fnruveln pakttern recognition, which can help avoid spoofing in a

themselves They also mtro cea new level of complexity. Due to con5|deratlons of mformatmn

?‘
; }imtegratlon total cost and end user tralnlng, past successes with multimodal systems have been'{

ems

“Multimodal systems usuall%r’ reqmre more time and effort for users to enroll and to verlfy

v i

ihmlted primarily to hlgh securlty faulltles where cost issues are not a prime con5|derat|on and

+wh‘ere users are motwated:tq master these systems.

|

2 [ ; ] t .
-’iThe choice of multlple mtegerﬂ‘atlon strategles depends primarily on an enterprise’s requurements“'__-'-

L RN

-

1

L

&

that can be performed sumtﬂtanedusly or sequentially. Multiple biometric techniques comblne
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mqltiple factors of evidencego enable better decisions.
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- Samplmg mult|ple mstances wrthmthe same modality (also called intramodal) such as dlf-ferent '

i et e N

-; las well as the types of apphcatlons suppﬂﬂ*-‘d the correlations among the blOmetrlc |dent|f‘ers,‘€g '

and of course, the costs lnc?!’red These techniques provide multiple corridors of security checks v
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_ ._l;as well as inadvertently creﬁng an unreliable authentication infrastructure.

—

Deploylng Blometrics

\ ) L

-

Prtor to deploying a biom

in
render some decisions on tli best way to effect template storage, proper enroliment techmques 1

frorn the beginning. 5 . |
l ‘

“Enrollment registers an mdtwdual to a biometric database for the first time. This is the process ln

PO Y

;whlch a user presents a h|o$etrlc samp1e for the system to convert to a reference template and

to store it in the biometric systern database along with a proxy for his or her identity. The user’s’

-.,mmal biometric sample |sfcollected assessed, processed, and stored. To a large degree.f

ienrollment helps determmqfhe ultimate accuracy of future matches. ‘

.. @ l ]
!Generally, no two reads From any biometric reader are exactly the same, and thus no two

i ¥
-:templates from the same p on are exactly the same. Small variations in one’s positioning, the- :

_distance from the sensor to’ an individual’s identifying feature, the subject’s interface with the-.
"sensor and enwronmental-ﬂcondltrcms (humidity, temperature, sunlight, etc.) contribute to:
!‘rendermg a template’ umqué Each time biometric data are extracted, they are used to create a
Tumque sample template forcompanson to the reference template. The quality of each tempfate1
:s critical to the success of the overall system. The better the quality of the templates is, the more’;

aaccurate will be the overalthstem and the lower the error rate.
& 3§ :

Enrollment is the most crucual stage of the biometric
3 g process. Nothing can influence the

3successful use of the blometi‘lc system more than a proper enrollment. If one fails to capture th e“ |

-d "1

.-bmmetnc trait properly and create an accurate reference template, then subsequent attempts

v
E‘tc.n ‘match templates will’ faill and that will continue through the biometric life cycle for that’

sim dividual. Thus, a weak enr&llment process may lead to system inaccuracies and i inconsistencies, -I
1
I

Ij = e .
{iDuring the enrollment process a user record is created. That user record consists of an identifier'

1 é anii theki ometricfemplatE.EbOth of which should be encrypted (Figure 11.8). The identifier Iinks';

i

1Iead to multiple roles in theblometnc system for the attribution of rights and privileges. This also?

e :

y ! "F !
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L si;stem one must plan how the system will be used and must] _

and daily biometric transa Jse And one should always build in privacy-enhancing featunes‘ '

"the template and the user: }! single user can be associated with various identifiers, which may|
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prévents an attacker from :}aklpg someone else’s user credential by attemptmg to link h1s§ "
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?n\; app"caﬂon that requires individuals to authenticate a c!aimedi

system captures an individual’s biometric image and then extracts’

{the unique characteristics frdm the individual’s image to create the user’s sample template, The

4hlt:nmetrlc system then com;Jares the sample template to the template stored at enrollment (e g, ]

l«the percentage of mmularityh‘etween {the sample and reference templates.

‘J
‘méet the probability thresHon for a match. Comparison of sample data and reference templates J |

1 results in a biometric sys’ten'}match decision—that is, a yes or no match. Verification tasks are

the reference template), and in most systems, a numeric matching score is generated based om .
} :

-

Debending on the predeter%ined threshold value, the identity verification score may or may notﬁ

JCDI‘ISIdEFEd to be relatwely\tslmple and straightforward. The entire process for a verification:

;applrcatton generally takes’ only a few seconds, depending on the biometric modality employed’

'and the specific mplemer’rfatlon Some systems allow multiple sample retakes to produce a4 r §
%match If an individual is derﬂed ‘human interaction may be needed, and the denied person may;

-'need to follow a manual pchess for authentication.
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.;:‘1 Privacy
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gAIthough blometrlc technol:;gv can enhance and support most commonly held notions of privacy,:

E

:[have a perception that blometrlcs represents privacy intrusiveness. As we have mentmned

; g

it cannot guarantee |t Clearly, the top:c of biometrics often raises the public’s angst regardmg

|I|

i
Jeracy There has Iong exlstqd wlthm some groups an inherent discomfort with biometrics; th9y~

i

.‘.
1prewously, we leave our fmgerprmts on everything we touch, and there are limited prohubnt;ons

!
i

h *iagamst someone taking oyr photographs or recording our voices, each of which can be

#acmmpllshed legally mthmﬁt our awareness or consent, depending on the circumstances.

, <
'"‘At the vortex of most priuacv' issues are concerns about the potential misuse of biometrics, s‘uch3 :

as a biometric system pointlng to' 'other information pertaining to an individual. Thus, an intrusion

T I |

Ln one’s privacy tends to gﬁginbte from the inherent misuse of the technology, not from the.

1& 3§ | 9

n actwmes tend to be self-service based, transaction oriented, and%. |
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fL LR bu&f‘metnc apphcation.ltself‘ entity Yenﬂcatlon applications may be less threatening to privacy} i .
.'I | ; 1 .
& E (tr%an, say, surveillance app ations)| sumply because the individual knowingly enrolls in 2 glven‘ a8 3"
P %) 5 H
| | 1t system and thereby gives | rmi smn to use his or her biometric characteristlcs for a spec'fc;
i) | 'gpu'fpose. However, that inf atlion _can still be misused. e
I . i ¢ \ ! 3 :
jl £ '} ] ’ o " .
!;‘f Lk EBlometrlcs can be prwacyth_eatenlng! if safeguards are not designed into biometric systems from-; ; |
P L € it ‘
’ ', 1" lithe beginning. It really depends on how the biometric system is deployed, how the biometric: |
il b 1'. 3 ’
SR qtempfates are stored, and the strength and vigilance of the safeguards that are put in place to’
hEq e i
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