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Topic 2: Technical Methods of Detection & Control 
A major part of any security risk assessment is the review of existing security technology equipment in use to ascertain the operational effectiveness of such equipment. In doing so, it is also common to evaluate the need to move, remove, replace, or install new equipment if it is determined that either the existing equipment is no longer effective, improperly utilized, or if there is a justifiable need to add equipment.
The effectiveness of any security technology is often measured by what it is preventing or protecting, as well as if the technology is still performing as intended.  Another important consideration as part of the technology assessment it to determine whether or not there is any testing or preventative maintenance plan for the equipment.  Some of the common technical methods of detection and control security technology that is found in most businesses may be discussed as follows:
Locks and Keys
The use of locks and keys are still the most common form of security measures used today. However, in most cases, they are the weakest link in many security plans because keys can be duplicated and locks can be picked.  
Certain key systems offer a much higher level of security, and they also require that only authorized locksmiths make copies with the proper authorization forms.  These types of keys have security features built into them that require special, strictly controlled key blanks.  Often, these keys will have more than one key cut on them and use special core locks.  If you are only going to use locks and keys to secure your facilities, you should probably look at these types of key systems for security-sensitive areas because they offer the highest security measures available with regards to locks and keys.



Security Cameras
Security cameras are very common in today’s world, and the chances of you being filmed with or without your consent dozens of times each day is a reality.  Security cameras are used to record activities, so the likelihood that someone is actually watching the video streams live is low.  Active monitoring of security cameras is found in very few industries such as casinos, airports, government buildings, and very large operations such as universities, medical centers, and amusement parks or sports venues. Staffing a surveillance room with personnel who are actively watching cameras can be very costly. The benefit is that security can certainly cover more areas with cameras, and an officer can be dispatched more efficiently once an incident is identified. Also, if a security concern is reported, the dispatch/monitoring station staff can get eyes on the area within seconds and either dispatch the appropriate response or verify that the report is unfounded.
When assessing the security camera control center, you need to ask yourself what the intended purpose of the service is; in other words, is the center just used for surveillance or is the staff performing other services such as switchboard, cashier, receptionist, and so on? This is important to know.  Often, the staff is multitasking by performing several different duties, so the amount of actual time monitoring cameras can be quite minuscule.  Another factor to consider is the relationship between surveillance and security.
It is also important that the actual physical controls for such a service are also evaluated, including the layout of the room, how many monitors there are, at what angles the monitors are placed in relation to the staff’s position, and how easy it is to use the equipment.  Video quality is often the main issue with security surveillance. The older a system is, the more likely it is that the quality will be substandard. If the system is still using VHS recorders, an upgrade should be considered. In addition, until that time comes, you need to look at the recorders to determine if they are cleaned and serviced on a regular basis as well as how often the tapes are replaced.
Security Alarms
When it comes time to assess the security alarms within your organization, you must consider all existing alarms as well as any planned installs as a result of remodeling or identified risks. For the existing alarms, you will need to conduct a test of each—not only of the functionality of the alarm, but also the response to each alarm. Your benchmark should be the alarm policy and all related protocols and training.  So, in essence, you are evaluating the entire system from the proper location, ease of use, response, effectiveness, and operational effectiveness.  Alarm systems will often include a hybrid of sorts, where there are internal security alarms as well as ones that are managed by an outside vendor.
Monthly testing should be conducted of all security alarms, regardless of your industry. Due to a variety of reasons, alarms, like other electronic systems, do stop working on occasion. Testing often requires two staff members—one who activates each alarm and one who monitors and resets each alarm at the alarm panel. All alarm testing needs to be documented, and those reports should be maintained with all other security logs and reports.  Once the alarm has been repaired or replaced, another test needs to be conducted of that alarm; the results should be noted on the monthly report. Therefore, you are testing the systems, identifying discrepancies, making repairs, and then retesting.
Mass Notification Systems 
Some organizations have an automated system that notifies all or selected staff in the event of an emergency.  Many school systems, universities, and large businesses have installed such technology due to the threat of an active shooter.  They have determined the need to make instant notifications to all parts of their campus or facilities with very little effort, all in an effort to ensure that proper notification is made in a timely manner. 
Whatever system that your organization is using, you should review the process and plan to ensure that it is up to date. If there is no system or protocol in use, it is probably a good time to include the recommendation in your report to research and evaluate your options.  The often-stated reason why that organizations do not install a mass notification system is cost.  However, the technology has improved and the prices have come down in recent years.
Security Officer Equipment
The equipment that the officers carry and use as part of their jobs also needs to be evaluated during your assessment. You will want to determine if they have the tools needed to perform their duties as assigned and if those tools are appropriate and functioning as intended.  Some of the common officer equipment are:
Radios - Because communication is a very critical part of security officers’ duties, they will often have two-way radios with them at all times.  When it comes to the number of radios or flashlights that should be available to the officers, it is best to consider the fact that there may be times when you will staff up due to special events or emergencies.  To ensure that you have a sufficient number of radios, flashlights, keys, or other equipment, plan to have at least one piece of each equipment for each officer on staff; that way, if you have to increase staffing, you have enough equipment. This also helps when equipment fails or is lost or stolen, because the working staff will have spare equipment as needed and will not have to go without.
Weapons - Weapons are another thing to consider when you are addressing the tools and equipment that the officers may carry.  Each of these questions may factor into your liability risks in the event that the equipment is used and there is a litigation case filed against your organization.  Training the officers on how to use a weapon is just the beginning of managing the risks associated with weapons.
Specialized Security Equipment
Depending on your security department, you may be using additional security technology as part of your program. The technology may include security phones in parking lots and garages, wireless duress alarms, computerized panic alarms, guard tour systems, emergency lockdown procedures, or a number of other equipment or services.  Often, when an organization has numerous parking lots or garages, they will install security telephones throughout their parking areas and in other locations on the facility.  If you have these phones, it would be prudent to test each phone if they are not tested monthly.  Many organizations use guard tour systems to ensure that the officers are making rounds as assigned.
Metal Detectors 
Some security directors will jump at the chance of installing metal detectors, and others will proceed very cautiously and may even reject the notion that they are needed. There are several
serious discussions that need to take place if there is a move to install detectors, and they range from perception, staffing, budgeting, training, and the substantial culture change that may result from installing this equipment.  If you are seriously considering the installation of metal detectors, it would be a good idea to speak with senior management and your public relations staff.
Another thing to consider is the secondary screening that often is a result of the need to conduct a more thorough search of someone due to an alarm on the walk-through device. Depending on your type of business, this may cause a public relation concern when a child or elderly person is physically searched in front of others.  As far as your security risk assessment is concerned, you will more than likely be reviewing your policies, training, staffing levels, equipment calibration, and testing of any equipment that you have in place.  You may also find that your needs have changed over time, and you may consider adding new screening areas or even removing existing equipment.
Cipher locks
The use of this type of locking device is fairly common in some types of businesses.  These locks are easy to use, as well as abuse.  In some of the brands available, there is a keyway in the door handle; however, in most cases, keys are not used to unlock these devices.  Cipher locks are used to unlock a door by entering a three- to five-digit code on a keypad. This type of lock is actually less secure than a standard key lock because you do not need to physically have a key to unlock this device. All one needs is the code, which in many cases never changes and can be known by everyone in a matter of minutes.
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                 Example of one of the many cipher locks being used in businesses.
Electronic Card Access Control
Although not all businesses can afford to install a card access control system, there has been a trend to go in this direction whenever possible. These systems can offer a higher level of security because the access control cards can be individually programmed based on the staff person’s access rights. The important thing to remember about these systems is that they have to be well managed in both the initial setup and the ongoing management.
The first phase is to develop an operational plan that addresses who will manage the program setup, who will assign access rights, how the ongoing monitoring of the system will be conducted, and how the organization will measure the outcomes of the system.  It is your responsibility as the security practitioner to ensure that your access control system is set up and managed properly.
Door Hardware
Other types of locking devices include what most people refer to as “crash bars” or “panic bars.” However, these devices do not always work properly.  In many cases, these devices require that someone physically lock and unlock the doors at a scheduled time; if that person is unavailable or forgets, the door may not be locked after-hours. There is also the possibility that anyone with an Allen wrench can lock or unlock the door from the inside for their convenience.
Not all doors have to be physically locked or unlocked by security.  In some cases, the doors are always locked so that no access is permitted from the outside but you can still exit the door from the inside. These doors often have automatic closures on them that pull the door shut, which in turns activates the lock. However, these closures do not always work properly and often need maintenance and adjustments. Dirt, debris, snow, and internal air pressure can all have adverse effects on any external door; if these doors are not checked regularly, you might have an unsecured portal for hours or days.
Biometrics
Biometrics is best described as a personal identity verification system, meaning that your personal identity is verified by using individual and unique physical characteristics such as your fingerprints, hand geometry, speech, eyes, handwriting, or facial recognition.
Although this type of system is not often used in most businesses, biometrics has been around for some time; it is more likely to be found in operations where there is a higher level of security in place, such as research and development departments, military control centers, and buildings or departments that house top-secret operations.  However, some businesses have biometrics in their operations but are not high-security operations. These systems are often used in conjunction with other access control systems, such as an access card or personal identification number, so that there is more than one means required to gain access into a secure area. They have also been used as part of a time and attendance system—in a sense, a biometric time clock.
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