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Topic 4: Access Control Readers 
In the fields of physical security and information security, access control is the selective restriction of access to a place or other resource, while access management describes the process of access control.  Permission to access a space is called authorization.  Locks and login credentials are the two analogous mechanisms of access control.
Geographical access control may be enforced by personnel, or with a device such as a turnstile, and there may be fences to avoid circumventing this access control.  An alternative of access control in the strict sense is a system of checking authorized presence.  Physical access control is a matter of who, where, and when.  An access control system determines who is allowed to enter or exit, where they ate allowed to enter or exit, and when they are allowed to enter and exit.  Historically this was partially accomplished through keys and locks.
Electronic Access Control 
Electronic access control uses computers to solve the limitations of mechanical locks and keys.  The electronic access control system grants access based on the credentials presented.  When access is granted, the door is unlocked for a predetermined time and the transaction is recorded.  When access is denied, the door remains locked and the attempted access is recorded.  The system will also monitor the door and alarm if the door is forced open or held open for too long after being unlocked.
When a credential is presented to a reader, the reader sends the credential’s information to a control panel, a highly reliable processor.  The control panel compares the credential’s number to an access control list, grants or denies the presented request, and sends a transaction log to a database.  Often the reader provides feedback, such as a flashing red LED for an access denied and a flashing green LED for an access granted.  There are three types of ways of authenticating information in electronic access control:
· Something only the user knows, e.g., a password, pass-phrase or PIN
· Something the user has, such as Smart card, or a key fob
· Something the user is, such as fingerprint, verified by biometric measurement.
Passwords are a common means of verifying a user’s identity before access is given to information systems.  A credential is a physical/tangible object, a piece of knowledge, that enables an individual access to a given physical facility or computer-based information system.  Typically, credentials can be something a person knows such as a PIN, something they have such as an access badge, something they are such as a biometric feature, something they do such as measurable behavioral patterns, or some combination of these patterns.  The typical credential is an access card, and newer software can also turn user’ smartphones into access devices.
Components of an access control system include:
· An access control panel (also known as a controller)
· An access-controlled entry, such as a door, turnstile, parking gate, elevator or other physical barrier
· A reader installed near the entry 
· Locking hardware, such as electric door strikes and electromagnetic locks
· A magnetic door switch for monitoring door position
· Request for Exit (RTE) devices for allowing egress.  When an RTE button is pressed, or the motion detector detects motion at the door, the door alarm is temporarily ignored while the door is opened.
Types of Access Control Readers 
Access control readers may be classified by functions they are able to perform, and may be examined as follows:
· Basic (non-intelligent) readers:  These ones simply read card number or PIN, and forward it to a control panel.  In case of biometric identification, such readers output the ID number of the user.
· Semi-intelligent Readers:  These ones have all inputs and outputs necessary to control door hardware, but do not make any access decisions.  When a user presents a card or enters a PIN, the reader sends information to the main controller, and waits for its response.  If the connection to the main controller is interrupted, such readers stop functioning, or work in a degraded mode.
· Intelligent Readers:  These ones have all inputs and outputs necessary to control door hardware; they also have memory and processing power necessary to make access decisions independently.  There is also a new generation of intelligent readers referred to as IP Readers.  Systems with IP readers usually do not have the traditional control panels, and readers communicate directly to a PC that acts as a host.
Some readers may have additional features such as an LCD and function buttons for data collection purposes (e.g., clock-in/clock-out events for attendance reports), camera/speaker/microphone for intercom, and smartcard read/write support.
Security Risks 
The most common security risk of intrusion through an access control system is by simply following a legitimate user through a door, and this is referred to as tailgating.  This risk can be minimized through security awareness training for the user population.  The second most common risk is from leaving a door open.  Fully implemented access control systems include forced door monitoring alarms.  More newer access control systems incorporate some type of door prop alarm to inform system administrators of a door left open longer than a specified length of time.
The third most common security risk is natural disasters.  In order to mitigate risk from natural disasters, configuration of the structure of the building, down to the quality of the network and computer equipment becomes vital.  From an organizational perspective, the leadership will need to adopt and implement an All-Hazards plan, or incidence response plan.
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