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Topic 6:  Fail Safe and Fail Secure Levers 

A lock is defined as “a device that incorporates a bolt, cam, shackle or switch to secure an object—such as a door, drawer or machine—to a closed, opened, locked, off or on position, and that provides a restricted means of releasing the object from that position”.  The use of locks is one of the oldest forms of security and is still utilized in current and new construction building today.

There are two general categories of locks: those that operate on mechanical concepts and those
that use electricity to operate mechanical components of the locking system.  In addition to preventing access based on security concerns, locks can also prevent access to areas for safety-related issues. This might include securing hazardous materials storage areas, electrical rooms, and locking out equipment on/off switches.
Electromagnetic Lock 
An electromagnetic lock is a locking device that consists of an electromagnet and an armature plate.  There are two main types of electric locking devices. Locking devices can be either fail safe or fail secure.  A fail-secure locking device remains locked when power is lost.  On the other hand, fail-safe locking devices are unlocked when de-energized.  Direct pull electromagnetic locks are inherently fail-safe.  Typically, the electromagnetic portion of the lock is attached to the door frame and a mating armature plate is attached to the door.  The two components come in contact when the door is closed.

When the electromagnet is energized, a current passing through the electromagnet creates a magnetic flux that causes the armature plate to be attracted to the electromagnet, creating a locking action.  Because the mating area is relatively large, the force created by the magnetic flux is strong enough to keep the door locked even under stress.

Typical single door electromagnetic locks are offered in both 600 lbs. and 1200 lbs. dynamic holding force capacities.  A fail-safe magnetic lock requires power to remain locked and, typically, is not suitable for high security applications because it is possible to disable the lock by disrupting the power supply.  However, their usage can be enhanced with installation of automatic power back-ups.

The principal behind an electromagnetic lock is the use of electromagnetism to lock a door when energized.  The holding force should be collinear with the load, and the lock and armature plate should be face-to-face to achieve optimal operation.  

Application Modes 
For safety purposes, electric locks and electric strikes can be designed to operate in one of two modes:
Fail Safe – to protect people: The lock is released if power cuts off.
Fail-Secure – to protect property: The lock remains closed if power cuts off.  This type of lock has a cylinder, similar to those found in conventional locks.  The cylinder makes it possible for the lock to remain secure, even if the power supply is cut off or interrupted.

Electromagnetic locks are usually fail-safe and must satisfy applicable fire regulations so as to be safe in emergency situations.
Safes
Within the inner sanctum of the security envelope, secured rooms are a necessity. To further the security of information, there is a need for vaults, safes, and containers.  A safe is defined as a fireproof and burglarproof iron or steel chest used for the storage of currency, negotiable securities, and similar valuables. The categories for safes depend on the amount of security needed. Underwriters Laboratories lists several classifications of safe; the following is one such classification:

◾ Tool-resistant safe class TL-15. This type of combination lock safe is designed to meet the following requirements: It must be resistant to entry (by opening the door or making a 6-inch hand hole through the door) for a networking time of 15 minutes using any combination of the following tools: mechanical or portable electric hand drills not exceeding 1/2-inch size, grinding points, carbide drills (excluding the magnetic drill press and other pressure-applying mechanisms, abrasive wheels, and rotating saws), and common hand tools such as chisels, drifts, wrenches, screwdrivers, pliers, and hammers and sledges not to exceed the 8-pound size, pry bars and ripping tools not to exceed five feet in length, and picking tools that are not specially designed for use against a special make of safe. A TL-15 safe must:
· Weigh at least 750 pounds or be equipped with anchors and instructions for anchoring in larger safes, in concrete blocks, or to the floor of the bank premises.
· A safe is a fireproof and burglarproof iron or steel chest used for the storage of currency, negotiable securities, and similar valuables.
· Have metal in the body that is solid cast or fabricated open-hearth steel at least 1 inch thick with a tensile strength of 50,000 pounds per square inch (psi) and that is fastened to the floor in a manner equal to a continuous 1/4-inch penetration weld of open-hearth steel having an ultimate tensile strength of 50,000 psi.
· Have the hole to permit insertion of electrical conductors for alarm devices not exceed a 1/4-inch diameter and be provided in the top, side, bottom, or back of the safe body, but must not permit a direct view of the door or locking mechanism.
· Be equipped with a combination lock meeting UL Standard No. 768 requirements for Group 2, 1, or 1R locks.
· Be equipped with a relocking device that will effectively lock the door if the combination lock is punched.

The UL classifications mean that a tool-resistant safe class TL-30 will take 30 minutes, using tools, to break into the safe. A TRTL-30 safe means it will take 30 minutes for a combination of tools and torches to break into the safe. The categories go up to a safe that can resist tools, torches, and explosives.
Vaults
A vault is defined as a room or compartment designed for the storage and safekeeping of valuables and has a size and shape that permit entrance and movement within by one or more persons. Vaults generally are constructed to withstand the best efforts of man and nature to penetrate them.

The standards have been developed for vault doors and vault modular panels for use in the construction of vault floors, walls, and ceilings. The standards are intended to establish the burglary-resistant rating of vault doors and modular vault panels according to the length of time they withstand attack by common mechanical tools, electric tools, cutting torches, or any combination thereof. The ratings, based on the networking time to effect entry, are as follows:
    ◾ Class M—¼ hour
    ◾ Class 1—½ hour
    ◾ Class 2—1 hour
    ◾ Class 3—2 hours

Containers
A container is a reinforced filing cabinet that can be used to store proprietary and sensitive information. The standards for containers are from the government, which lists a class 6 container as GSA approved for the storage of secret, top secret, and confidential information. The container must meet the protection requirements for 30 man-minutes against covert entry and 20 man-hours against surreptitious entry with no forced entry.
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